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PREFACE 

 

The SNFv5.3.2.4 User Guide describes the run-time SNFv5.3.2.4 software package 

for the CSPi - Myricom ARC Series E-class of network adapters.  

 

Intended Audience 

The document is intended for system and networking architects looking for a tailored 

solution with a focus on packet capture and reduced CPU usage. In this context, the 

SNFv5.3.2.4 product provides a deployable solution by using a combination of 

advanced software stacks and 1- and 10-Gigabit network adapters. The document 

assumes that readers are familiar with C programming language, GNU development 

tools, and general computer maintenance.  

Software developers interested in directly utilizing the advanced features of CSPi 

Myricom products through the SNF interfaces, should refer to the SNFv5.3.2.4 API 

Reference Manual. 

 

A Note on Handling Network Adapters 

Follow industry-standard ESD anti-static procedures when handling network adapters 

to avoid accidently damaging integrated circuits.  

For more information on ESD anti-static procedures, go to: 

https://www.esda.org/about-esd/esd-fundamentals/part-3-basic-esd-control-

procedures-and-materials/ 

 

Notices 

The following notices are used in this document: 

Notice Refers to: 

NOTE: These notices provide important tips, guidance, or advice. 

ATTENTION: 
These notices indicate potential damage to programs, devices, 
or data.  

 

  

https://www.esda.org/about-esd/esd-fundamentals/part-3-basic-esd-control-procedures-and-materials/
https://www.esda.org/about-esd/esd-fundamentals/part-3-basic-esd-control-procedures-and-materials/
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Nomenclature 

The following terms can be used interchangeably in the SNFv5.3.2.4 User Guide 

document, unless otherwise noted. 

Common terms Refers to: 

Sniffer, Sniffer 5.3.2.4, SNF, SNFv5.3.2.4, SNF 
version 5.3.2.4 

SNFv5.3.2.4 

NIC, adapter, card, network adapter, network card, 
device, Ethernet card, quad-port, dual-port. 

(10G-PCIE3-8E-2S) 

(10G-PCIE3-8E-4S) 

ARC Series E-Class network adapter 
 

Dual-port network adapter 

Quad-port network adapter 

 

Typographic Conventions 

This section describes typographic conventions used in this document.  

Convention Explanation 

Boldface type Emphasizes heading levels, column headings, and the 
following literals when writing procedures:  

Names of options and elements that appear on screens. 

Keyboard keys. 

Menu choice(s) and command selection(s). 

User input for procedures. 

Notes and attentions. 

Italic type Accentuates words and phrases that have special meaning or 
are being defined. 

Chapter titles: Chapter 1 ñIntroductionò 

Section titles: Section 1.4 ñSNFv5.3.2.4 Componentsò 

Italic underline type Emphasizes a term, feature, or action: 

Example: SNFv5.3.2.4 does not support Windowsé  

Boldface Courier type  
Coding format: 

$ /opt/snf/bin/tests/snf_simple_recv - p 0 - v  

Hyperlink Provides quick and easy access to web pages and cross-
referenced topics. Hyperlinks are highlighted in blue and may 
be underlined. 

 

  

https://wwwn.cdc.gov/epiinfo/user-guide/getting-started/Conventions-used-in-this-manual.html
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Technical Support 

SNFv5.3.2.4 software documentation, technical support, and downloads are available 

from the CSPi website, as follows:  

CSPi website 

https://www.cspi.com/network-adapters 

Contact CSPi Technical Support via the CSPi Customer Portal 

https://www.cspi.com/cybersecurity-products/support/ 

CSPi email support address 

support@cspi.com 

  

https://www.cspi.com/network-adapters
https://www.cspi.com/network-adapters
https://www.cspi.com/cybersecurity-products/support/
mailto:support@cspi.com
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1.1 Introduction 

The CSPi-Myricom Sniffer version 5.3.2.4 software, or SNFv5.3.2.4, powers the ARC 

Series E-class of network adapters to deliver pure packet capture, with the flexibility to 

configure advanced functions, leaving the vast majority of server cycles available for 

your application requirements.  

SNFv5.3.2.4 is a tightly-integrated combination of FPGA firmware and user-level 

software libraries to enable sustained capture with merging of 1- and 10-Gigabit 

Ethernet traffic. 

This chapter describes the following topics: 

¶ SNFv5.3.2.4 Components 

¶ SNFv5.3.2.4 Benefits 

¶ Whatôs New in SNFv5.3.2.4 Software 

¶ SNFv5.3.2.4 and the ARC Series E Network Adapter  

¶ Support for Open-Source Software 

¶ SNFv5.3.2.4 Chapter Summaries 
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1.2 SNFv5.3.2.4 Components 

Figure 1. SNFv5.3.2.4 components 

The SNFv5.3.2.4 driver contains two components:  

 SNFv5.3.2.4 or ñSnifferò refers to driver features and privileged operations that 

are necessary to allow an application to directly receive packets into user space. 

The driver includes optional interrupt generation as well (Figure 1.).  

NOTE: 
The SNFv5.3.2.4 components are only active when the device is 
opened for capture through SNF API, or indirectly from libpcap/SNF. 

 

 Ethernet compatibility refers to the driver-level functionality required to run an 

ARC Series E network adapter. At a minimum, it allows familiar OS-provided 

tools, such as ethtool, to interact with the capture device to receive packets on 

port 0 until it is enabled for SNFv5.3.2.4 capture (Figure 1).  

The enabled SNFv5.3.2.4 capture device receives all incoming packets ï with 

no duplication possible ï to the Ethernet driver until the capture device is 

closed. In other words, tools and utilities that tap into the OS stack to extract 

information will not see any traffic.  

To that end, SNFv5.3.2.4 includes its own set of tools and counters to analyze 

packets as they are being captured. In special cases, the driverôs send 

functionality is available while the underlying SNF capture device is enabled, 

permitting the use of RAW sockets for sending packets. 

Libpcap 

SNFv5.3.2.4 packet capture capabilities can be leveraged through the libpcap library 

or through the SNFv5.3.2.4 API, as a set of C programming language functions. With a 

SNFv5.3.2.4-aware libpcap, users can reference an ARC Series E network adapter 

through its Ethernet interface name and run libpcap-dependent applications via the 

libpcap portable interface.  

ARC Series E-Class adapter 

SNFv5.3 driver 
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At extremely high packet rates, a single system call on every packet could cause 

packet drops. SNFv5.3.2.4 significantly reduces packet drops by bypassing the kernel 

altogether, thus offering unrestricted network traffic access to user space applications. 

With direct (SNFv5.3.2.4 API) and indirect (libpcap/SNFv5.3.2.4) access, applications 

gain full user space access to all incoming packets without any OS interventionðan 

important consideration when comparing SNFv5.3.2.4 to other packet capture 

solutions.  

For more information on libpcap, go to the 

libpcap and SNFv5.3.2.4 section of Libpcap, and 

PF_RING Packet Capture 

1.3 SNFv5.3.2.4 Benefits 

By using our shared library, libpcap users can leverage SNFv5.3.2.4, gaining benefits 

for packet capture applications. To simplify implementations, the SNFv5.3.2.4-capable 

libpcap library is included in the SNFv5.3.2.4 software distribution. Application 

benefits include: 

¶ Reduced CPU usage ï SNFv5.3.2.4 seamlessly sends all packets to the 

application, completely bypassing the OS kernel and freeing up CPU cycles. 

¶ Lossless packet capture ï With SNFv5.3.2.4 user-definable ring sizes, 

applications can target a memory queue of any size.  This flexibility 

eliminates packet drops typically caused by rate-matching challenges 

between hardware and software. 

¶ Applications running in parallel ï You can run multiple copies of libpcap 

against a single packet capture stream. This translates into multiple 

applications running simultaneously against the same packets, with zero 

copying in the background. 

¶ Exact time stamps ï ARC Series E network adapters running SNFv5.3.2.4 

provide timestamps with up to ± 3 nanosecond accuracy, using high-quality 

time signals attached via standard coax inputs. 

¶ Low overhead ï SNFv5.3.2.4 efficiency allows you to capture four, 1- and 10-

Gigabit Ethernet ports into a single server with zero drops, at maximum 

packet rate, and still have enough CPU cycles available to run significant 

applications against these streams. 

¶ SNFv5.3.2.4 software supports Linux operating systems. 

The SNFv5.3.2.4-capable libpcap library is an open-source enhancement 

developed by CSPi and is part of the standard source trees. CSPi provides 

both source and compiled versions of these software modules, all 

interfacing seamlessly with SNFv5.3.2.4. 

ÅLarge FPGA supports a stream of future enhancements from CSPi. 
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NOTE: SNFv5.3.2.4 does not support Windows in this current release.  

1.4 Whatôs New in SNFv5.3.2.4 Software  

¶ SNF version 5.3.2.4 is the GA release of the Linux SNFv5.3.2.4 software. 

¶ SNFv5.3.2.4 software supports 1- and 10-Gigabit Ethernet network adapter 

environments. 

¶ Supports ARC Series E network adapter dual-port and four-port models in 

SFP or SFP+ module configurations. 

¶ Exact time stamps: ARC Series E network adapters with SNFv5.3.2.4 drivers 

provide timestamps with up to ± 3 nanosecond accuracy, using high-quality 

time signals supplied via standard coax inputs. 

1.4.1 Enhancements 

¶ The driver now recognizes firmware up to version 2.1.5. 

¶ Added hardware RSS hash. Removed the - a parameter from the test 

programs snf_simple_recv and snf_multi_recv.  

¶ Added the - D parameter to snf_simple_recv to verify injection pacing. 

NOTE: 
The - D parameter applies to every packet. Use only with controlled 

input streams. 

 

¶ Added transmit hardware injection pacing. Added new API function calls 

snf_inject_sched() and snf_inject_sched_v().  

¶ Added a new API call, snf_get_injection_speed(). The snf_pktgen program 

now uses this function to determine link speed. 

¶ Added support for software transmit timestamps. 

¶ Added acceleration support for port pair merging. Acceleration is adapter-

specific and offers a significant improvement over the ARC 8C- and ARC 8B-

type adapters, which all do SW port merging only. The new acceleration 

mode can port merge two ports of sustained 60B traffic with no packet drops 

and only 50 percent CPU usage. Port merge acceleration is restricted to the 

following two-port pair configurations: 0 and 1, or 2 and 3. Both port pairs can 

run concurrently. Other port merging combinations (including across multiple 

adapters) is supported but with reduced performance.  

 

  



 

 

SNFv5.3.2.4 User Guide Page 5 of 128 

1.5 SNFv5.3.2.4 and the ARC Series E Network Adapter 

SNFv5.3.2.4 software introduces SNF support for the latest generation of CSPi ARC 

Series E network adapters. SNFv5.3.2.4 software is only compatible with the following 

hardware platforms: 

¶ ARC Series E network adapter ï dual-port (10G-PCIE3-8E-2S) 

¶ ARC Series E network adapter ï dual-port (1G-PCIE3-8E-2S) 

¶ ARC Series E network adapter ï quad-port (10G-PCIE3-8E-4S) 

¶ ARC Series E network adapter ï quad-port (1G-PCIE3-8E-4S) 

¶ ARC Series E network adapter ï quad-port (1G/10G-PCIE3-8E-4S) 

DISCLAIMER: If you have any other adapter you wish to use, contact CSPi Support. 

1.6 Support for Open-Source Software 

SNFv5.3.2.4 is compatible with industry-standard open-source packet capture 

application tools. Examples of tested applications include: 

¶ tcpdump (standard Linux utility)  

¶ tcpreplay (standard Linux utility)  

¶ Suricata network intrusion detection and security monitoring 

¶ Wireshark network protocol analyzer 

¶ Bro network Intrusion Detection System (IDS) 

¶ Snort intrusion prevention systems 

¶ PF_RING packet capture network socket, ported to run above the SNF API 

SNFv5.3.2.4 can accommodate the multi-process Bro, multi-threaded 

Suricata, and tcpdump packet capture tools running in parallel - each tool 

collecting and splitting network traffic among their respective application 

threads. 
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1.7 SNFv5.3.2.4 Chapter Summaries 

The SNFv5.3.2.4 User Guide contains the following chapters:  

Chapter 1 Introduction to SNFv5.3.2.4 software 

Chapter 2 
Installing the ARC Series E Adapter Hardware. 
Provides detailed adapter hardware installation instructions for 
ARC Series E network adapters. 

Chapter 3 
Testing the ARC Series E Network Adapter Hardware 
Describes testing procedures for dual- and quad-port ARC 
Series E network adapters. 

Chapter 4 
Installing SNFv5.3.2.4 Software in Linux 
Provides detailed instructions for downloading and installing 
SNFv5.3.2.4 RPM and TGZ drivers for Linux OS. 

Chapter 5 

Installing SNFv5.3.2.4 Software with VMware Client 
This chapter describes the steps necessary to install 
SNFv5.3.2.4 software and ARC Series E network adapters in 
VMware ESXi Virtual Machines (VMs). 

Chapter 6 
Verifying SNFv5.3.2.4 Software Installation 
Verifies proper SNFv5.3.2.4 software installation, network 
adapter hardware connectivity, and packet rate. 

Chapter 7 

PHX-TOOLS Network Adapter Toolkit 
The PHX-TOOLS network adapter toolkit allows users to run 
diagnostics on ARC Series E network adapter operation and 
flash memory FPGA firmware programming. 

Chapter 8 
Testing SNFv5.3.2.4 Software 
Describes SNFv5.3.2.4 software test programs that serve to 
familiarize the user with its basic operation. 

Chapter 9 
Running SNFv5.3.2.4 Diagnostic Tool Programs 
Describes essential SNFv5.3.2.4 diagnostic tools for error 
reporting purposes. 

Chapter 10 

Configuring SNFv5.3.2.4 
Provides instructions on configuring and debugging 
SNFv5.3.2.4 with an assortment of environment variables. 
Includes load balancing and port merge features. 

 



 

 

SNFv5.3.2.4 User Guide Page 7 of 128 

Chapter 11 
Load Balancing and Port Merging Features 
Describes variables responsible for port merging and load 
balancing across multiple application processes. 

Chapter 12 
Libpcap and PF_RING Packet Capture Applications 
Describes how SNFv5.3.2.4 improves packet capture 
performance with libpcap and PF_RING. 

Chapter 13 
Open-Source Packet Capture Tools 
Describes SNFv5.3.2.4 compatibilities with industry-standard 
open-source packet capture application tools. 

Chapter 14 
Linux PTP Host Clock Synchronization 
Describes system clock synchronization to the ARC Series E 
Adapter Clock.  

Chapter 15 

SNFv5.3.2.4 Timestamping Support 
Describes SNFv5.3.2.4 timestamping variables. Offers ways to 
view time source status.  

SNFv5.3.2.4 does not support Arista timestamping in this 

release. 

Chapter 16 
Tuning SNFv5.3.2.4 Software  
Identifies and resolves certain issues that may affect packet 
rate. 

Chapter 17 
Troubleshooting 
Addresses issues pertaining to hardware and software 
installation, system configuration, and performance. 

Appendix 1 SNFv5.3.2.4 Counters 

Appendix 2 Operating Systems & Hardware Support 

Appendix 3 SNFv5.3.2.4 Driver Restrictions and Limitations 

Appendix 4 SNFv5.3.2.4 Firmware 

Appendix 5 SNFv5.3.2.4 Supported 1G and 10G Transceivers 

Appendix 6: Network Adapter Toolkit ï v. 1.40 
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2 Installing the ARC Series E Adapter Hardware 

This chapter describes the following tasks for installing the ARC Series E-Class 

network adapter hardware (10G-PCIE3-8E-2S and 10G-PCIE3-8E-4S): 

¶ Checking Expansion Card Slot Configuration  

¶ Installing the ARC Series E Network Adapter  

CSPi network hardware products are designed to be compatible with prevailing 

industry standards and typically install quickly without significant user effort. 

Nonetheless, it is beyond the scope of this manual to address all CSPi hardware 

installation issues specific to your networking site. For all issues regarding installing 

and configuring your CSPi hardware, contact: 

¶ CSPi Technical Support through the CSPi Customer Portal to 

https://www.cspi.com/cybersecurity-products/support/ or  

¶ Email CSPi Technical Support at support@cspi.com 

2.1 Checking Expansion Card Slot Configuration 

The ARC Series E network adapter has been qualified with PCIe server expansion 

slots with a minimum of x8-lanes. It is recommended that a PCIe Gen3 x8 expansion 

slot be located closest to the CPU to achieve best performance. See Table 1. to 

determine which expansion card slots can accommodate the network adapter 

hardware.  

Expansion card slot Compatibility Comments 

Gen3 x16 PCIe slot Supports x8 card Check motherboard specifications. 

Check mechanical fit to guarantee a secure 
electrical connection. 

Gen3 x8 PCIe slot 

Gen1 PCIe slot Not supported. 

Gen2 PCIe slot Not supported. 

Table 1. PCIe expansion card slot characteristics 

  

https://www.cspi.com/cybersecurity-products/support/
mailto:support@cspi.com
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2.2 Installing the ARC Series E Network Adapter 

Install the ARC Series E network adapter as follows: 

 Close all active applications and shut down the operating system. 

 Turn off the computer and disconnect the power cord. 

 Open the computer case and locate the PCIe expansion card slots on the 

motherboard. Do not disturb the legacy PCI card slots, which are different in 

size and electrical specifications. 

NOTE: 

For optimal performance, install the ARC Series E network adapter in 
a PCIe Gen3 x8 slot on the server. Minimal testing on PCIe Gen2 has 
been performed and is not recommended. Servers with PCIe Gen1 
slots are not supported. 

 

 Check for a free slot, then remove the mounting screw from the protective 

bracket plate covering the selected slot, and set aside the plate. If there are no 

free slots then it may be necessary to remove a surplus adapter to make room 

for the network adapter.  

 Carefully remove the ARC Series E network adapter from its sealed protective 

sleeve without touching the gold PCIe connectors (Figures 2 and 3). 

Figure 2. ARC Series E dual-port network adapter (10G-PCIE3-8E-2S) 

Gold PCIE3 connectors 
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 Line up the gold PCIe connectors and indexing tab with the empty PCIe Gen3 

slot, ensuring that the ports and mounting bracket are facing the back panel of 

the computer.  

NOTE: 
Place the ARC Series E adapter as close as possible to the CPU to 
achieve best performance. 

 

 Seat the network adapter firmly into the PCIe expansion slot until the card 

ñclicksò into place. 

 Secure the network adapter to the computer chassis with a screw.  

 Close the computer case and re-connect the power plug. 

 Insert cabled transceivers in the network adapter ports. Do not kink the cables. 

The ARC Series E network adapter is now installed. 

ATTENTION: 

When swapping 1G transceivers, insert the transceiver first and 
reload the SNFv5.3.2.4 driver, running myri_start_stop to 
detect the link. 

 

For more information on SNFv5.3.2.4 supported 

1G and 10G transceivers, refer to Appendix 5: 

SNFV5.3.2.4 Supported 1G and 10G 

Transceivers  

Figure 3. ARC Series E quad-port network adapter (10G-PCIE3-8E-4S) 

Gold PCIE3 connectors 
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3 Testing the ARC Series E Adapter Hardware 

This chapter describes the following topics: 

¶ Testing the ARC Series E-Class Network Adapter ï Dual-Port 

¶ Testing the ARC Series E-Class Network Adapter ï Quad-Port 

¶ Running a Test Script 

For more information on test programs, go to the 

Sample Test Programs section of Testing 

SNFv5.3.2.4 Software 

3.1 Testing the ARC Series E Network Adapter ï Dual-
Port 

Once you have installed the dual-port ARC Series E adapter (10G-PCIE3-8E-2S) into 

the PCIe expansion slot, we recommend testing the card and acquainting yourself with 

the following: 

¶ Identifying network card port LEDs ï dual-port 

¶ Testing the network card 

¶ Running network card diagnostics 

3.1.1 Identifying network card port LEDs ï dual-port 

The network adapter (10G-PCIE3-8E-2S) has two ports: port 0 and port 1. Each port 

has corresponding LEDs, identified as LED 1, 2, 3, and 4. 

¶ LED 1 represents the first port transmit. It is referenced in SNFv5.3.2.4 

software and counters as óport 0ô. 

¶ LED 2 represents the first port receive. It is referenced in SNFv5.3.2.4 

software and counters as óport 0ô. 

¶ LED 3 represents the second port transmit. It is referenced in SNFv5.3.2.4 

software and counters as óport 1ô. 

¶ LED 4 represents the second port receive. It is referenced in SNFv5.3.2.4 

software and counters as óport 1ô. 

  

port 0       port 1 

LED 1    LED 2     LED 3   LED 4 
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3.1.2 Testing the network card 

Preparing the network card for testing 

 Prepare the card for testing by connecting port 0 to port 1 in loopback.  

 Insert SFP+ modules into port 0 and port1 and insert a cable between the 

modules. 

The corresponding port LEDs turn green. 

Running the test 

Testing requires two terminal windows. One window receives data on port 0 and the 

other sends data on port 1.  

 Run snf_simple_recv in the first window (port 0): 

$ /opt/snf/bin/tests/snf_simple_recv - p 0  - v 

 Run snf_pktgen in the second window (port 1):  

$ /opt/snf/bin/tests/ snf_pktgen - p 1:1  - v - r 1.0  

The - p option specifies the port assigned to send the data.  

The output for the snf_simple_recv command is as follows: 

Output:  

 

$ /opt/snf/bin/tests/snf_sim ple_recv - p 0  - v 

pkt: 10000, len: 60, ts_hw: 1460582457723094899 ts_host: 1460582457723432378 

ts_diff:337479  

pkt: 20000, len: 60, ts_hw: 1460582457727899449 ts_host: 1460582457728224074 

ts_diff:324625  

pkt: 30000, len: 60, ts_hw: 1460582457732705989 ts_host : 1460582457733025483 

ts_diff:319494  

pkt: 40000, len: 60, ts_hw: 1460582457737507879 ts_host: 1460582457737826826 

ts_diff:318947  

pkt: 50000, len: 60, ts_hw: 1460582457742313319 ts_host: 1460582457742627269 

ts_diff:313950  

pkt: 60000, len: 60, ts_hw: 1460582 457747118579 ts_host: 1460582457747428999 

ts_diff:310420  

pkt: 70000, len: 60, ts_hw: 1460582457751923409 ts_host: 1460582457752229809 

ts_diff:306400  

pkt: 80000, len: 60, ts_hw: 1460582457756729069 ts_host: 1460582457757032338 

ts_diff:303269  

pkt: 90000, len : 60, ts_hw: 1460582457761532689 ts_host: 1460582457761832804 

ts_diff:300115  

 

 

The snf_simple_recv and snf_pktgen commands will run continuously 

until you exit the programs. 
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 Enter CTRL-C to exit the programs:  

The snf_pktgen command generates no output.  

The snf_simple_recv command generates the following output: 

Output: 

 

pkt: 90000, len: 60, ts_hw: 1460582457761532689 ts_host: 1460582457761832804 

ts_diff:300115  

Packets received   in HW:        10348661  

Packets reinjected,    app:        0  

Packets reflected to netdev:       0  

Total bytes received,  app:        620919660 (592 MB)  

Total bytes received + HW aligned: 496735728 (473 MB)  

 

Average Packet Length:    60 bytes  

Dropped, NIC overflow:    0  

Dropped, ring overflow:   0  

Dropped, bad:             0  

 

 

The corresponding port LEDs turn orange while the tests are running.  

3.1.3 Running network card diagnostics: 

The myri_nic_info command provides adapter information such as the hardware 

serial number, MAC address, firmware version, and so on. 

Command line: 

$ sudo  /opt/s nf/bin/myri_nic_info  

Output: 

 

# Serial  MAC               ProductCode     Driver   Version     License  

0 491942  00:60:dd:43:48:b3  10G- PCIE3- 8E- 2S myri_snf - 5.3.2.4 .543 67 Valid  

1 491943  00:60:dd:43:48:b4 10G - PCIE3- 8E- 2S myri_snf - 5.3.2.4 .543 67 Valid  
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3.2 Testing the ARC Series E Network Adapter ï Quad-
Port 

Once you have installed the quad-port ARC Series E adapter (10G-PCIE3-8E-4S) into 

the PCIe expansion slot, we recommend testing the card and acquainting yourself with 

the following: 

¶ Identifying network card port LEDs ï quad-port 

¶ Testing the network card 

¶ Running network card diagnostics 

3.2.1 Identifying network card port LEDs ï quad-port 

The network adapter (10G-PCIE3-8E-4S) has four ports: ports 0, 1, 2, and 3. Each 

port has corresponding LEDs, identified (from left to right) as LED 0, 1, 2, and 3.  

¶ LED 0 represents the first port. It is referenced in SNFv5.3.2.4 software and 

counters as óport 0ô. 

¶ LED 1 represents the second port. It is referenced in SNFv5.3.2.4 software 

and counters as óport 1ô. 

¶ LED 2 represents the third port. It is referenced in SNFv5.3.2.4 software and 

counters as óport 2ô. 

¶ LED 3 represents the fourth port. It is referenced in SNFv5.3.2.4 software 

and counters as óport 3ô. 

3.2.2 Testing the network card 

Preparing the network card for testing 

 Prepare the card for testing by connecting port 0 to port 1, and port 2 to port 3 in 

loopback.  

 Insert cables into the loopbacks. 

The corresponding port LEDs turn green. 

Running the test 

Testing requires four terminal windows. Two windows receive data on ports 0 and 2, 

and two windows send data on ports 1 and 3.  

 Run snf_simple_recv in the first window (port 0): 

$ sudo  /opt/snf/bin/tests/snf_simple_recv - p 0 - v 

 Run snf_simple_recv in the second window (port 2):  

$ sudo  /opt/snf/bin/tests/snf_simple_recv - p 2  - v 

  

Port 1  Port 2  Port 3  Port 4 

LED 1    LED 2     LED 3   LED 4 
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 Run snf_pktgen in the third window (port 1): 

$ sudo  /opt/snf/bin/tests/ snf_pktgen - p 1:1  - r 1.0  

The - p option specifies the port assigned to send the data.  

In this example the command is sending the data out of port 1.  

 Run snf_pktgen in the fourth window (port 3):  

$ sudo  /opt/snf/bin/tests/snf_pktgen - p 3:1 - r 1.0  

The output for the snf_simple_recv command is as follows: 

Output: 

 

$> /opt/snf/bin/tests/snf_simple_recv - p 0  - v 

pkt: 10000, len: 60, ts_hw: 1460582457723094899 ts_host: 1460582457723432378 

ts_diff:337479  

pkt: 20000, len: 60, ts_hw: 1460582457727899449 ts_host: 1460582457728224074 

ts_diff:324625  

pkt:  30000, len: 60, ts_hw: 1460582457732705989 ts_host: 1460582457733025483 

ts_diff:319494  

pkt: 40000, len: 60, ts_hw: 1460582457737507879 ts_host: 1460582457737826826 

ts_diff:318947  

pkt: 50000, len: 60, ts_hw: 1460582457742313319 ts_host: 1460582457742627269  

ts_diff:313950  

pkt: 60000, len: 60, ts_hw: 1460582457747118579 ts_host: 1460582457747428999 

ts_diff:310420  

pkt: 70000, len: 60, ts_hw: 1460582457751923409 ts_host: 1460582457752229809 

ts_diff:306400  

pkt: 80000, len: 60, ts_hw: 1460582457756729069 ts_host:  1460582457757032338 

ts_diff:303269  

pkt: 90000, len: 60, ts_hw: 1460582457761532689 ts_host: 1460582457761832804 

ts_diff:300115  

 

 

 Enter CTRL-C to exit the programs:  

The snf_pktgen command generates no output.  
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The snf_simple_recv command generates the following output: 

Output: 

 

pkt: 90000, len: 60, ts_hw: 1460582457761532689 ts_host: 1460582457761832804 

ts_diff:300115  

Packets received   in HW:        10348661  

Packets reinjected,    app:        0  

Packets reflected to netdev:       0 

Total bytes received,  app:        620919660 (592 MB)  

Total bytes received + HW aligned: 496735728 (473 MB)  

Average Packet Length:    60 bytes  

Dropped, NIC overflow:    0  

Dropped, ring overflow:   0  

Dropped, bad:             0  

 

 

The corresponding port LEDs turn orange while the tests are running. 

3.2.3 Running network card diagnostics 

The myri_nic_info command provides adapter information such as the hardware 

serial number, MAC address, firmware version, and so on. 

Command line: 

$ sudo  /opt/snf/bin/myri_nic_info - B 

Output: 

 

$ sudo  /opt/snf/bin/myri_nic_info - B 

# Serial  MAC               ProductCode     Driver   Version     License  

0 491942  00:60:dd:43:48:b3  10G- PCIE3- 8E- 4S myri_snf - 5.3.2.4 .543 67 Valid  

1 491943  00:60:dd:43:48:b4 10G - PCIE3 - 8E- 4S myri_snf - 5.3.2.4 .543 67 Valid   

2 491944  00:60:dd:43:48:b5 10G- PCIE3- 8E- 4S myri_snf - 5.3.2.4 .543 67 Valid   

3 491945   00:60:dd:43:48:b6 10G- PCIE3- 8E- 4S myri_snf - 5.3.2.4 .543 67 Valid   
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3.3 Running a Test Script 

You can run a dual-port or quad-port ARC Series E adapter test from a script. The 

script launches four terminal windows by default, and initiates send and receive in 

each.  

The quad-port adapter test script launches all four terminal windows and runs the test. 

The dual-port adapter test script closes two terminal windows (with an error message 

indicating that the ports do not exist) and runs the test.  

Test script: 

Command line: 

$ cat test_script  

Output: 

 

#!/bin/bash  

  /usr/bin/xterm - e ñ/opt/snf/bin/tests/snf_simple_recv - p 0 - vò & 

  /usr/bin/xterm - e ñ/opt/snf/bin/tests/snf_simple_recv - p 2 - vò & 

  /usr/bin/xterm - e ñ/opt/snf/bin/tests/snf_pktgen - p1:1 - v - r1.0 ò & 

  /usr/bin/xterm - e ñ/opt/snf/bin/tests/snf_pktgen - p3:1 - v - r1.0 ò & 

 

 

To run diagnostics on ARC Series E network 

adapter operations and FPGA firmware 

programming, go to PHX-TOOLS Network 

Adapter Toolkit 
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4 Installing SNFv5.3.2.4 Software in Linux 

This chapter describes the following topics: 

¶ Downloading SNFv5.3.2.4 RPM or TGZ Drivers 

¶ Installing the SNFv5.3.2.4 RPM Software Package for Linux 

¶ Installing the SNFv5.3.2.4 TGZ Driver for Linux 

¶ Rebuilding after OS/Kernel Update 

Linux file formats 

The downloaded file format may be either .rpm  or .tgz  for Linux. A different 

installation process is required for each format and is described in detail in this 

chapter.  

Software package contents 

SNFv5.3.2.4 software is a single package file containing: 

¶ A special network adapter driver to replace the normal Ethernet driver 

¶ A dynamic library of software modules 

¶ Test programs to demonstrate SNFv5.3.2.4 functionality  

4.1 Downloading SNFv5.3.2.4 RPM or TGZ Drivers 

To download a copy of the SNFv5.3.2.4 RPM or SNFv5.3.2.4 TGZ driver, either 

download the file from https://www.cspi.com/cybersecurity-

products/support/downloads/ or contact CSPi support (support@cspi.com). Then save 

the file to your designated system directory.  

  

https://www.cspi.com/cybersecurity-products/support/downloads/
https://www.cspi.com/cybersecurity-products/support/downloads/
mailto:support@cspi.com
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4.2 Installing the SNFv5.3.2.4 RPM Software Package for 
Linux 

NOTE: 
The RPM package can be used with Fedora based distributions including 
RHEL and CentOS. 

 

Example: 

To install the SNFv5.3.2.4 software package to your Linux operating system, follow 

these steps:  

 Enter the following command to uninstall any previous versions of CSPi ï 

Myricom software: 

$ sudo yum remove myri_ snf   

All previous versions of CSPi software are deleted.  

 Verify that the operating system detects the presence of the network adapter. 

$ sudo lspci - d 1c09:  

The output displays a list of network adapter device versions. 

Output: 

 

01:00.0 Ethernet controller: CSP, Inc. Device 4260  (rev 01)  

 

 

 Install the SNFv5.3.2.4 driver. 

For CentOS 7 & RHEL 7 Distributions: 

$ sudo yum - y install ./ myri_snf - <version_info>* .x86_64.rpm  

Output: 

 

kernel      = 3.10.0 - 327. 36.1 .el7.x86_64  

destination = /opt/snf/sbin  

  *** myri_snf.ko ... ok  

Created symlink from 

/etc/systemd/system/default.target.w ants/myri_start_stop.service to 

/etc/systemd/system/myri_start_stop.service.  
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 Enter the following command to confirm that the driver is loaded: 

$ lsmod |grep myri  

Console output while the driver is loading. 

Output: 

 

myri_ snf               177214  0  

 

 

OR 

Enter the following command if the driver does not load: 

$ sudo  /opt/ snf /sbin/myri_start_stop restart  

 Enter the following command to confirm that the SNF driver detects the network 

adapter and the Gen3 x8 or the Gen3 x16 expansion slot. 

$ sudo  /opt/ snf /sbin/myri_info  
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The output confirms that the SNF driver detects the network adapter. 

Output: 

 

pci - dev at  01:00.0 vendor:product(rev)=1c09:4260(01)  

        behind bridge root - port: 00:01.0 8086:0c01 (x8.3/ x16.3 )  

Myri - 10G- PCIE- 8E --  Link x8  

   EEPROM String - spec:  

        MAC=00:60:dd:43:2d:e8  

        SN=495892 

        PC=10G- PCIE3- 8E- 4S 

        PN=09- 04680  

        BOM=A 

 

   Firmware:  

      Version: 2.1.5  

      Type   : SNF  

      Config : 4 Port x 10 Gb  

      SHA1   : 2d13f73ad9fe4bd4bda8d7b50dd0ad0b  

 

   External Inputs:  

      PPS: Enabled, No Input  

           Front Panel PPS: No Input  

           Card Edge PPS:   No Input  

       10Mhz Clock: Disabled  

      100Mhz Clock Locked:  Locked  

 

 

 Enter the following command to track the interface names assigned to each 

port: 

$ sudo ip link show | grep - iB 1  00:60:dd  

Example: 

In this example, the interface name is ñenpls0f0 ò and the MAC network 

adapter addresses begin with ñ00:60:dd: ò 

Output: 

 

30: enp1s0f0: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN mode 

DEFAULT qlen 1000  

    link/ether 00:60:dd:43:e8:b0 brd ff:ff:ff:ff:ff:ff  
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 Enter the following commands to manually assign an IP address and a subnet to 

port 0 of the adapter. You can only assign an IP address to port 0. Ports 1, 2, 

and 3 are only available to SNF API. (You can also create ifcfg files in the 

/etc/sysconfig/network-scripts directory). 

$ sudo systemctl stop NetworkManager.service  

$ sudo systemctl disable NetworkManager.service  

$ sudo ip address add 10.0.0.1/24 dev enp1s0f0  

 Enter the following command to confirm that each link is functioning: 

$ sudo ip address show up  

The output confirms the link is functioning. 

Output: 

 

27: enp1s0f0:  

<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9000 qdisc pfifo_fast state UNKNOWN qlen 

1000  

     link/ether 00:60:dd:43:52:f0 brd ff:ff:ff:ff:ff:ff  

     inet 10.0.0.1/24 brd 10.0.0.255 scope glob al p1p1  

       valid_lft forever preferred_lft forever  

    inet6 fe80::260:ddff:fe43:52f0/64 scope link  

       valid_lft forever preferred_lft forever  

 

 

 Enter the following commands to verify contact with the remote host: 

$ sudo ping 10.0.0.2  

The SNFv5.3.2.4 RPM software installation is now complete. 

To test your SNF software, go to Testing 

SNFv5.3.2.4 Software 
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4.2.1 Uninstalling the SNFv5.3.2.4 Binary RPM driver 

To uninstall the SNFv5.3.2.4 Binary RPM driver, enter the following commands: 

$ sudo  /opt/ snf / sbin/myri_start_stop stop  

$ sudo yum remove  myri_ snf   

The SNFv5.3.2.4 RPM driver is removed from the system. 

4.2.2 Listing module load-time variables  

To list module load-time variables, enter the following command:  

$ sudo  modinfo /opt/snf/sbin/myri_snf.ko  

4.2.3 Controlling kernel module behavior (optional) 

To manually stop or start the kernel module, enter the following command 

with the myri_start_stop script: 

$ sudo  /opt/snf/sbin/myri_start_stop start  
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4.3 Installing the SNFv5.3.2.4 TGZ Driver for Linux  

CSPi provides non-Fedora-based Linux distributions with Tarball TGZ (.tgz ) drivers, 

offering support up to Linux kernel version 4.18. The TGZ package can be used with 

Debian-based distributions including Ubuntu. 

NOTE: 

This procedure involves uninstalling any previous versions of CSPi ï Myricom 
software, which depends on the manner in which it was installed.  

For example, if a package manager was used to install Myricom software 
(e.g. rpm or yum), then software should be removed using that method. 

 

Install the SNFv5.3.2.4 TGZ driver for Linux as follows: 

 To uninstall any previous versions of CSPi ï Myricom software, enter the 

following command: 

$ sudo rm - r /opt/ snf  

All previous versions of CSPi ï Myricom software are deleted. 

 Verify that the operating system detects the presence of the network adapter. 

$ sudo lspci - d 1c09:  

The output displays a list of device versions. 

Output: 

 

01:00.0 Ethernet controller: CSP, Inc. Device 4260 (rev 01)  

 

 

 Enter the following commands to install the SNFv5.3.2.4 TGZ driver: 

Debian Distributions (Ubuntu): 

$ cd /opt  

$ sudo tar xzvf ./ myri_snf - <version_info>* .x86_64.tgz  

$ mv myri_snf - <version_info>* .x86_64  snf  

$ cd /opt/snf  

$ sudo sbin/rebuild.sh  

 

kernel      = 3.1 9.0 - 25- generic  

destination = /opt/snf/sbin  

  *** myri_snf.ko ... ok  
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For Ubuntu servers that use systemd (15.04+) you can also perform the 

following steps to start the driver automatically. 

$ sudo cp /opt/ snf /sbin/myri_start_stop.service 

/etc/system d/system  

$ sudo systemctl enable myri_start_stop.service  

$ sudo systemctl start myri_start_stop.service  

 Enter the following command to confirm that the driver is loaded: 

$ sudo  lsmod |grep myri  

The output confirms the driver is loading.  

Output: 

 

myri_ snf               177214  0  

 

 

OR 

Enter the following command if the driver does not load: 

$ sudo  /opt/ snf /sbin/myri_start_stop restart  

The output confirms the driver is loaded. 

 Enter the following command to confirm that the SNFv5.3.2.4 driver detects the 

network adapter and the Gen3 x8 or the Gen3 x16 expansion slot: 

$ sudo  /opt/ snf /sbin/myri_info  
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The output detects the network adapter and the expansion slot. 

Output: 

 

pci - dev at 01:00.0 vendor:product(rev)=1c09:4260(01)  

        behind  bridge root - port: 00:01.0 8086:0c01 (x8.3/ x16.3 )  

Myri - 10G- PCIE- 8E --  Link x8  

   EEPROM String - spec:  

        MAC=00:60:dd:43:2d:e8  

        SN=495892 

        PC=10G- PCIE3- 8E- 4S 

        PN=09- 04680  

        BOM=A 

 

   Firmware:  

      Version: 2.1.5  

      Type   : SNF  

      Config : 4 Port x 10 Gb  

      SHA1   : 2d13f73ad9fe4bd4bda8d7b50dd0ad0b  

 

   External Inputs:  

      PPS: Enabled, No Input  

           Front Panel PPS: No Input  

           Card Edge PPS:   No Input  

       10Mhz Clock: Disabled  

      100Mhz Clock Locked:  Locked  

 

 

 Enter the following command to track the interface names assigned to each 

port:  

$ sudo ip link show | grep - iB 1  00:60:dd  

Example: 

In this example, the interface name is ñenp1s0f0 ò and ñenp1s0f1 ò.  

The MAC network adapter addresses begin with ñ00:60:dd: ò 

Output: 

 

30: enp1s0f0: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN mode 

DEFAULT qlen 1000  

    link/ether 00:60:dd:43:e8:b0 brd ff:ff:ff:ff:ff:ff  

31: enp1s0f1: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN mode 

DEFAULT qlen 1000  

    link/ether 00:60:dd:43:e8:b1 brd ff:ff:ff:ff:ff:ff  
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 Enter the following commands to manually assign an IP address and a subnet to 

each network adapter port. (You can also create ifcfg files in the 

/etc/sysconfig/network-scripts directory). 

$ sudo systemctl stop NetworkManager.service  

$ sudo systemctl disable NetworkManager.service  

$ sudo ip address add 10.0.0.1/24 dev enp1s0f0  

$ sudo ip link set dev enp1s0f0 up  

$ sudo ip address add 10.1.0.1/24 dev  enp1s0f1  

$ sudo ip link set dev enp1s0f1 up  

 Enter the following command to confirm that each link is functioning: 

$ sudo  ip address show up  

The output confirms each link is functioning. 

Output: 

 

27: enp1s0f0:  

<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9000 q disc pfifo_fast state UNKNOWN qlen 

1000  

     link/ether 00:60:dd:43:52:f0 brd ff:ff:ff:ff:ff:ff  

     inet 10.0.0.1/24 brd 10.0.0.255 scope global p1p1  

       valid_lft forever preferred_lft forever  

    inet6 fe80::260:ddff:fe43:52f0/64 scope link  

       valid_lft forever preferred_lft forever  

 

 

 Enter the following commands to verify you can contact the remote host: 

$ sudo ping 10.0.0.2  

$ sudo  ping 10.1.0.2  

To test your software, go to Testing SNFv5.3.2.4 

Software 
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4.3.1 Uninstalling the SNFv5.3.2.4 Tarball TGZ driver  

This section describes how to uninstall the SNFv5.3.2.4 Tarball TGZ driver. 

To uninstall the SNFv5.3.2.4 Tarball TGZ driver, enter the following 

commands:  

$ sudo  /etc/init.d/myri_start_stop stop  

$ sudo  rm - rf / opt / snf /  

$ sudo rm - f /etc/init.d/myri_start_stop  

The SNFv5.3.2.4 TGZ driver is removed from the system. 

4.3.2 Listing module load-time variables  

To list module load-time variables, enter the following command:  

$ sudo  modinfo /opt/ snf /sbin/myri_ snf .ko  
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4.4 Rebuilding after OS/Kernel Update 

Updating the kernel on CentOS, Fedora, or Ubuntu Linux is a straightforward process. 

You update the kernel first and then rebuild after the kernel update. 

4.4.1 Updating the kernel 

There are several ways to update the kernel on, Fedora, Ubuntu, or CentOS.  

Option 1:  

Command line (Fedora): 

$ sudo dnf upgrade  

Option 2:  

Command line (Ubuntu): 

$ sudo apt - get update  

Option 3: 

Command line (CentOS): 

$ sudo yum update  

4.4.2 Rebuilding after kernel update 

Following the kernel update, you update, or rebuild, the CSPi drivers. 

To rebuild after kernel update, enter the following commands:  

$ cd /opt/ snf  

$ sudo sbin/rebuild.sh  
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5 Installing SNFv5.3.2.4 Software in VMware Client 

This chapter describes the steps necessary to install SNFv5.3.2.4 software and ARC 

Series E-Class network adapters in VMware ESXi Virtual Machines (VMs).  

VMware ESXi VMs allow a guest operating system on a virtual machine to directly 

access PCIe devices connected to a host. Each virtual machine can connect to as 

many as six PCI devices at a time.  

The chapter includes the following topics: 

¶ References and Terminology 

¶ Prerequisites 

¶ Installing the ARC Series E Adapter to the VMware Server 

¶ Preparing the Adapter Hardware for Pass-through Mode 

¶ Adding Pass-through Hardware to the vSphere Client 

¶ Installing the SNFv5.3.2.4 Software to the VMware Server 

¶ Flashing ARC Series E Adapter Hardware 

5.1 Terminology 

Terminology used throughout this chapter is as follows: 

¶ Server: VMware ESXi server version 6.0.0 3029758 

¶ Client: vSphere Client version 6.0.0 3562874 

¶ Virtual Machine (VM): CentOS 7.5 x86_64 

5.2 Prerequisites 

Note the following prerequisites before you proceed: 

¶ To enable DirectPath I/O, verify that the server has Intel Virtualization 

Technology for Directed I/O (VT-d) or AMD I/O Virtualization Technology 

(IOV) enabled in the BIOS.  

¶ Verify that the virtual machine is running CentOS software version 7.5 or 

later.  

¶ Verify that the ARC Series E adapters are connected to the host and marked 

as available for pass-through.  

NOTE: 

If the ESXi host is configured to boot from a USB device, disabling the USB 
controller for pass-through is recommended. VMware does not support USB 
controller pass-through for ESXi hosts that boot from USB devices or SD 
cards connected through USB channels.  

For more information, go to https://kb.vmware.com/s/article/2068645.  

https://kb.vmware.com/s/article/2068645
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5.3 Installing the ARC Series E Adapter to the VMware 
Server 

Install the network adapter hardware to the VMware server as follows: 

 

 Turn off the server. 

 Insert an ARC Series E network adapter into one of the PCIe Gen3 x8 

expansion slots on the server. For more information on installing the ARC Series 

E adapter, go to Installing the ARC Series E Adapter Hardware 

 Turn on the server. 

 Configure the BIOS system virtualization settings to ensure that the VMs accept 

the network adapter in pass-through mode. 

 Save your settings and reboot. 

 

 

 

  

NOTE: 
The ARC Series E-Class network adapter (10G-PCIE3 -8E-2S) described in 
this example is Device 4260 and Vendor 1C09, running in VM server location 
0000:07:00:0 

NOTE: 

These options will vary from one BIOS system or motherboard type to 
another. Nonetheless the following options, relevant to virtualization, must 
be enabled:  

Intel I Virtualization, and 

Intel I VT-d Directed I/O 
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5.4 Preparing the Adapter Hardware for Pass-through 
Mode 

To prepare the ARC Series E network adapter for pass-through mode, follow this 

procedure: 

 Log on to the vSphere client server and click the Configuration tab. 

 Select Hardware > Advanced Settings. 

The DirectPath I/O Configuration window appears, displaying all devices 

selected for pass-through mode. Note that the device list may be empty. 

 Click Edit. 

The Mark devices for pass-through: window appears.  

In this example, the ARC Series E adapter lists as ñ0000:07:00.0 | Unknown 

<class> Ethernet controllerò. 
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 Check the box corresponding to the ñ0000:07:00.0 | Unknown <class> 

Ethernet controllerò device that will pass through to the Guest Virtual Machine. 

The Device Details section lists the Device ID and Vendor ID attributes as 

ñ4260ò and ñ1C09ò respectively that correlate with the ARC Series E network 

adapter hardware. 

 Click OK to close the dialog window. 

The ARC Series E network adapter is now ready for pass-through mode and 

appears in the DirectPath I/O Configuration window. 

  

ARC Series E adapter: 
 - Location 
 - Device ID 
 - Vendor ID 



SNFv5.3.2.4 User Guide Page 34 of 128 

5.5 Adding Pass-through Hardware to the Virtual 
Machine 

To add the ARC Series E-Class adapter pass-through hardware to the VM, follow this 

procedure: 

 Log on to the VMWare server from the vSphere Client. 

 Double-click Create a New Virtual Machine to generate the new virtual 

machine.  

 Select the Getting Started tab and click Edit virtual machine settings.  

The <VM Name> - Virtual Machine Properties window appears. 

 

 Click the Add... button. 

The Add Hardware window appears.  
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 Click PCI Device to select the desired ARC Series E adapter hardware. 

 Click Next. 

 Select the pass-through ARC Series E adapter to connect to the virtual machine 

from the drop-down list. 

 Click Next.  

 Click Finish. 

 Click Getting Started > Edit virtual machine settings to confirm that the 

adapter is connected to the VM. 

The <VM name> - Virtual Machine Properties window appears, confirming 

ARC Series E adapter pass-through to the VM.   








































































































































































































































